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Description

[0001] The present invention relates to a method for
executing a software program according to the pream-
ble of claim 1 or to a circuit equipment according to the
preamble of claim 4. More particularly, it relates to a
method for executing a software program, which is ad-
vantageous to use assets of software programs accu-
mulated in an external memory detachably connected
to the hardware equipment and a circuit for performing
the method.

[0002] In recent years, a software program is sup-
plied, in various kinds of forms, for example, ROM car-
tridge, floppy disk and so on, for use in hardware equip-
ment exclusively provided in a micro computer, accord-
ing to the spread of the micro computer.

[0003] Further, it is general to perform a security
check on a software program to prevent an illegally cop-
ied/created software program from being used in the
hardware equipment.

[0004] Various kinds of the methods for checking the
security for the software program, have been proposed
in, for example, U.S. Patent No. 4,442,486 (correspond-
ing to Japanese laid-open Patent Publication No.
101349/1983), U.S. Patent No. 4,462,076 and U.S. Pat-
ent No. 5,155,768 (corresponding to Japanese laid-
open Patent Publication No. 266051/1991).

[0005] In the method described in U.S. Patent No.
4,462,076, the content of a fixed address in the memory
of a game cartridge, which is detachably connected to
console equipment, in which a CPU is provided, is com-
pared with the security message stored in the CPU of
the console equipment. As the result of this comparison,
if the correspondence is not detected, the cartridge is
refused to accept, that is, the program stored in the
memory of the cartridge cannot be executed.

[0006] Inthe method described inthe U.S. Patent No.
4,422 486, when a device installed with a program is
connected to the console equipment, a message corre-
sponding to the signal obtained from the device is indi-
cated on display equipment. That is, a fixed message,
for example, "This equipment uses the invention of the
patent application filed in D/M/Y", orthe like is displayed.
If it is different from the indication of the message, it is
controlled so as to be prohibited to use the device pro-
viding the program after then.

[0007] Further, in the method described in the U.S.
Patent No. 5,155,768, a security circuit provided in the
console equipment is initialized when the power of the
console equipment is ON. The console equipment is
made possible to operate by a signal generating due to
the initialization of the security circuit.

[0008] Whenever the security circuit is accessed, the
security code read from the game cartridge is compared
with the security code generated in the console equip-
ment. And if they do not correspond, the operation of
the console equipment is stopped by a reset signal gen-
erated from the security circuit.

10

15

20

25

30

35

40

45

50

55

[0009] According to the conventional method for
checking the security, users may have only software,
which is acceptable to the console equipment as an as-
set. However, if the users want to buy console equip-
ment which is a new version, instead of the console
equipment which has been owned by the users before
then, a large amount of software assets can not be used
any longer because of the security check.

[0010] Inthis case, the users can not use the software
assets effectively, and it is also inconvenience from a
social point of view not to use the software assets.
[0011] On the other hand, business forms are diver-
sified according to the large supply of software pro-
grams in recent years. One of the business forms is that
the service for distributing the game software to sub-
scribed and registered users, via transmission chan-
nels, for example, cable television and the like, is being
intfroduced.

[0012] In this case, it is inconsiderable that the soft-
ware program of which license is not permitted by a soft-
ware supply company is distributed, that is, the software
which is copied or created illegally by a distributor, is
distributed to the users through a transmission channel.
This is because it is general that a license contract has
been made between the software supply company and
distributor.

[0013] Accordingly, it is no need to include a signal of
the security check code and the like suitable to the se-
curity check in the software program, which is distribut-
ed. Because of that, if the software which does not in-
clude the signal of the security check code and the like
is distributed, the users can reduce the time required for
down-loading the software program distributed in their
own equipment.

[0014] Further, it is not effective because it takes
much time to perform the security check, every time the
distributed software is executed, although the software
is genuine. And it is therefore required to solve the trou-
blesome job.

[0015] Meanwhile, the console equipment in the
game machine owned by a user may be exclusive for
using the software distributed via the transmission chan-
nel of the cable television and the like, but it is preferable
that the equipment can be also used in common for the
software program installed in the memory of the car-
tridge and the like that the user bought individually.
[0016] However, in this case, the console equipment
of the game machine owned by the user is required to
have the function of the security check. Therefore, the
software distributed via the transmission channel of the
cable television and the like can not be executed be-
cause it has no security check code to be checked by
the security check function of the equipment.

[0017] The EP-A-O 378 385 discloses a method ac-
cording to the preamble of claim 1 and a circuit equip-
ment according to the preambles of claims 4 to 7, re-
spectively.

[0018] ltistherefore an object of the present invention
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to provide a method for executing the software program
for loosening the security check function to solve the in-
convenience problem and being able to use the soft-
ware assets effectively, and a circuit equipment perform-
ing the method.

[0019] The object is solved by the method of claim 1
or by the circuit equipments of claims 4,5,6 or 7.
[0020] Further developments of the invention are giv-
en in the subclaims.

[0021] With the method and the circuit equipment a
check function of the console equipment of the game
machine is stopped substantially and therefore, the soft-
ware program distributed without the security code and
the like can be executed by the game machine.

[0022] The method for executing the software pro-
gram installed in the console equipment can use the se-
curity check method described in the above-described
U.S. Patent No. 4,462,076 and 5,155,768.

[0023] The method for executing the software pro-
gram comprises an initializing routine (X) for initializing
console equipment for executing a program data, a se-
curity check routine (Y) for checking the genuineness of
the program data and a program executing routine (Z)
for executing the program data by a CPU of the console
equipment, when the program data is judged as genuine
in the security check routine (Y), wherein the security
check routine (Z) is bypassed by resett ing the operation
of the CPU at the end point of the initializing routine (X)
and executing the program executing routine (Z).
[0024] The attached drawings are prepared to help
understanding the present invention, and their object is
to explain the present invention, entirely, and therefore,
the present invention is not limited to the attached draw-
ings.

[0025] Fig. 1 is a block diagram of the console equip-
ment of a game machine applying a method according
to the present invention.

[0026] Fig. 2 is a diagram showing one example of an
address space of the console equipment of the game
machine employing the present invention.

[0027] Fig. 3is an operation flow chart (an initializing
routine and a security check routine) of a method ac-
cording to the present invention.

[0028] Fig. 4 is an operation flow chart (a game exe-
cuting routine) of a method according to the present in-
vention.

[0029] Fig. 5 is a diagram showing a circuit of the first
embodiment applying a method according to the
present invention.

[0030] Fig. 6 is an operation time chart of the circuit
of the embodiment shown in Fig. 5.

[0031] Fig. 7 is a diagram showing a circuit of the sec-
ond embodiment applying a method according to the
present invention.

[0032] Fig. 8isablockdiagram showingthe structural
example of the shift register 27 shown in Fig. 7.

[0033] Fig. 9isablock diagram showing the structural
example of the counter 28 shown in Fig. 7.
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[0034] Fig. 10 is an operation time chart of the circuit
of the embodiment shown in Fig. 7.

[0035] Fig. 11 is a block diagram of the structural ex-
ample of a bank logic circuit 14 shown in Fig. 1.

[0036] Fig. 12 is a diagram showing the circuit of the
third embodiment applying a method according to the
present invention.

[0037] Fig. 13is an operation time chart of the circuit
of the embodiment shown in Fig. 12.

[0038] Fig. 14 is a diagram showing the circuit of the
fourth embodiment applying a method according to the
present invention.

DETAILED DESCRIPTION OF THE PREFERRED
EMBODIMENT

[0039] Fig. 1 is a block diagram showing an embodi-
ment of console equipment of a game machine applying
a method according to the present invention. Fig. 2
shows one example of an address space of the console
equipment of the game machine.

[0040] Further, Fig. 3 is an operation flow chart (an
initializing routine and a security check routine) of a
method of the present invention, and Fig. 4 is an oper-
ation flow chart (a game executing routine) of the meth-
od of the present invention.

[0041] In Fig. 1, reference numeral "1" is the console
equipment of the game machine which is used for exe-
cuting software. A cartridge 2, which is a program stor-
age medium having a ROM and the like that stores the
program data of the software.

[0042] Still more, a joint adaptor (not shown in the di-
agram) is connected instead of the cartridge 2, in the
case where a game software and so on are distributed
via a channel of CATV and the like to the console equip-
ment of the game machine 1. The joint adaptor compris-
es a memory for storing software to be distributed via
the channel of CATV and the like and to be down loaded
therein.

[0043] The cartridge 2 is properly installed to the con-
sole equipment 1, and then the program data of the soft-
ware stored in a ROM and the like of the cartridge 2 is
read out and is executed after finished the fixed proce-
dures.

[0044] The software is executed by displaying an im-
age data on a TV monitor 3, if necessary. Although the
present invention is not limited to the kinds of software,
the console equipment 1 will be explained as the con-
sole equipment of a game machine for executing the
game software as a typical example as follows.

[0045] An input device, such as a joy stick, a control
pad or the like, not shown in Fig. 1 is attached to the
console equipment of the game machine 1 to input a
control information, for example, for shifting a cursor ac-
cording to the contents of the game displayed onthe TV
monitor 3.

[0046] Inthe console equipment of the game machine
1, each kinds of circuit components are connected to a
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bus 10. That is, CPU 11, a random access memory 12
for work (WORK RAM), a read-only memory 13 for stor-
ing OS of BIOS and the like (BIOS ROM), a memory of
ROM and the like for storing the program in the cartridge
2 (hereinafter referred to as ROM), a bank logic 14 for
switching a bank (BANK) to the BIOS ROM 13, a video
display processor (VDP) 15, and further, a reset logic
circuit 16 for controlling reset of the console equipment
of the game machine 1 and so on are jointed to the bus
10.

[0047] Fig. 2 shows an address space of the memory
of the console equipment of the game machine 1 con-
trolled by the CPU 11, according to the explanation of
the method of the present invention. That means, it
shows an address space area of WORK RAM 12 and
an address space area of the BIOS ROM 13 in (a) of
Fig. 2.

[0048] Further, an area for storing the program for a
security check routine to check the security described
later is maintained in the address area of the BIOS ROM
13. And an area located between the address space of
the BIOS ROM 13 and that of the WORK RAM 12 is an
address space maintained to use the VDP 15 and the
like for displaying an image on the TV monitor 3.
[0049] Furthermore, the address space for the ROM
provided in the game cartridge 2 is located as a part of
the address space of the BIOS ROM 13 selected exclu-
sively by the bank logic circuit [refer to (b) of Fig. 2].
[0050] The operation including the security check
function in the console equipment of the game machine
1 will be explained according to the operation flow chart
shown in Figs. 3 and 4, as follows.

[INITIALIZING ROUTINE (X)]

[0051] At first, the power of the console equipment of
the game machine 1 is turned ON with a switch, not
shown in the diagram (STEP S1). Next, BIOS software
(Basic I/O system software) of the BIOS ROM 13 is start-
ed by the control of CPU 11 (STEP S2).

[0052] The initialization of each part is performed by
the BIOS. That is, the program of the security check rou-
tine (Y) stored in the BIOS ROM 13 is transferred to the
WORK RAM 12 on this initialized step (routine X) [refer
to (c) of Fig. 2] (STEP S3).

[0053] Hereupon, the bank logic circuit 14 performs
switching the bank of the address space of the BIOS
ROM 13tothat of the address space for the ROM stored
in the game cartridge 2 [refer to (d) of Fig. 2] (STEP S4).
[0054] Further, the VDP 15 which is a kind of the con-
trol equipment for controlling the image displayed on the
TV monitor 3has a register as a constituting component,
in Fig. 1. The address area of this register is distributed
in the address space other than the address space of
the BIOS ROM 13 and the address space of WORK
RAM 12, which are subject to switch the banks in (c)
and (d) of Fig. 2.

[0055] On the initializing routine (X), a fixed security
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code, for example, "SEGA" is written to a register of con-
trol circuit (TMSS) 17 for security system constituting as
a part of the VDP 15, when the CPU 11 accesses to the
VDP 15 for the first time.

[SECURITY CHECK ROUTINE (Y)]

[0056] Next, the security check routine (Y) is executed
according to the conventional method and apparatus. In
this security check routine (Y), the program of the secu-
rity check routine stored in the BIOS ROM 13 which is
transferred to the WORK RAM 12 shown in (c) of Fig. 2
is executed.

[0057] This content to be executed is same as the se-
curity check according to the above-described U.S. Pat-
ent No. 4,462,076. After executing this check routine,
the fixed security code "SEGA" written in the register of
TMSS 17 after the CPU 11 accesses the VDP 15 s elim-
inated.

[0058] As described above, the bank logic circuit 14
has switched the bank of the BIOS ROM 13 to that of
the ROM address of the game cartridge 2. Therefore,
the ROM of the game cartridge 2 is accessed by the
security check routine program transferred to and stored
in the WORK RAM 12 [refer to the arrow shown in (d)
of Fig. 2].

[0059] Accordingly, the security code stored in the
ROM of the game cartridge 2 is read out, and the con-
tents stored in the ROM is compared with the security
code "SEGA" which is a genuiness code (STEP S5).
[0060] In the case where the fixed security code
"SEGA" corresponds to the code stored in the ROM of
the game cartridge 2, the indication of "PRODUCED BY
OR UNDER LICENSE FROM SEGA" and the like is per-
formed to indicate the genuineness of the game car-
tridge 2 on the TV monitor 3 via the VDP 15 (STEP S6).
After then, the flow of the security check is released
(STEP S7), and the game can be executed, so that the
control is transferred to the game executing routine (X).
[0061] Meanwhile, in the case where the security
code stored in the ROM of the cartridge 2 does not cor-
respond to the security code "SEGA" on the STEP S5,
that is, the game cartridge is not genuine, it is restarted
to switch the bank (STEP 8$8). Accordingly, the address
space of the ROM of the game cartridge 2 is returned
to the address space of the BIOS ROM 13. Therefore,
the program of the BIOS enters to the endless loop
(STEP S9), so that the CPU 11 becomes to be in the
state of hung up, thus prohibiting the execution of the
game.

[GAME EXECUTING ROUTINE (2)]

[0062] Fig. 4 is aflow chart of the executing operation
of the game. When the program is released from the
security check routine (STEP S7), the game program
stored in the ROM of the game cartridge 2 is read from
the start address (STEP S$10), and the game is started
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[refer to (e) of Fig. 2] (STEP S11).

[0063] The instruction data for making the fixed code
"SEGA" stored in the register of the TMSS 17 (for ex-
ample, the address of $A14000 is distributed) as well as
the game program data is included in the ROM of the
game cartridge 2. According to this instruction data, the
fixed code "SEGA" is written to the appropriate address
(STEP $12).

[0064] Afterthen, the main sequence of the game pro-
gram is executed. The main sequence has processing
steps, for example, to read the state of the joy stick op-
erated by the operator (STEP 813), process the data to
move the character of a player, corresponding to the
state (STEP S14), and indicate the image on the display
according to the data (STEP $15).

[0065] Hereupon, the TMSS 17 always compares the
code written in the register of the TMSS 17 with the gen-
uine code "SEGA". If the irregular code is written, when
the access is performed from the CPU 11 to the VDP
15, the operation of the CPU 11 is stopped. The opera-
tion of this TMSS 17 is performed independently from
the operation of the CPU 11.

[0066] That is, in the case where the VDP 15 is not
accessed (STEP S151:N), the game is continued as it
is (STEP 8152). On the other hand, in the case where
the VDP 15 is accessed (STEP $151:Y), the compari-
son of TMSS 17 is performed, that is, whether the fixed
address (the address of the above-described $A14000)
stored in the register of TMSS 17 is "SEGA" or not. As
the result, if it is not "SEGA" (STEP S16:N), the opera-
tion of the CPU 11 is stopped so as to stop the progres-
sion of the game (STEP $17). If it is "SEGA", the game
can be continued as it is (STEP $152).

[0067] As explained above, in a method for executing
the program which has been conventionally performed,
the execution of the game is permitted via the security
check routine (Y). To permit the game to execute, the
code for the security check, for example "SEGA" should
be stored in the program stored in the ROM of the car-
tridge 2.

[0068] Further, in the game executing routine (2), it is
also required that the instruction data, "Access to VDP
15 and write the code of "SEGA" to the VDP 15" is in-
cluded in the program data to check the genuine of the
program, even if the game is being continued.

[0069] Accordingtothis condition, the case may occur
where other code other than the code of "SEGA" is used
as a security check code in the console equipment of
the game machine of a new version, of which function
is updated.

[0070] Further, as described above, when the soft-
ware which is genuine essentially is distributed via a
transmission channel of the CATV and so on, there is
no need to include the security check code in the pro-
gram data.

[0071] Inthis case, the game can not be executed on
the operation flow in the above-described conventional
equipment.
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[0072] Accordingly, in this case, there is a problem,
that is, the game cartridge can not be used effectively
as assets, so that the problem becomes the social eco-
nomical loss. Further, such conventional equipment is
not effective to accept a new service, for example, in
performing the distribution of the software via the trans-
mission channel of the CATV and so on. It is therefore
an object of the present invention to solve this problem.

[THE EXECUTION OF THE GAME ACCORDING TO
THE PRESENT INVENTION]

FIRST EMBODIMENT OF THE PRESENT

INVENTION:

[0073] The operation of the CPU 11 is reset at the tim-
ing when the initializing routine (X) is finished, to solve
this problem (STEP S00) [refer to Fig. 3].

[0074] In the case where the method of the present
invention is performed, the operation for resetting the
CPU 11 (STEP S00) is inserted on the operation flow
shown in Fig. 3. As explained above referring to Fig. 3,
the bank of the BIOS ROM 13 is switched to the bank
of the game cartridge 2 (STEP S4) on the initializing rou-
tine (X). Further, the security code stored in the ROM of
the game cartridge 2 is read on the security check rou-
tine (Y), and the contents stored in the ROM of the car-
tridge 12 is compared with the code of "SEGA" which is
a genuine code (STEP S5). when it is not corresponded
to the genuine code, the bank is switched from the game
cartridge 2tothe BIOS ROM 13 (STEP $8). Accordingly,
to be concrete, the operation for resetting the CPU 11
(STEP S00) may be performed while the bank is on the
side of the software of the game cartridge 2, that is, be-
fore the operation of the STEP S8 has been completed.
[0075] When it is detected that the operation for re-
setting the CPU 11 (STEP S00) is performed (STEP
S01:Y), the CPU 11 starts to read the program from the
game cartridge 2 immediately (STEP S$10).

[0076] Accordingly, in the case where the operation
for resetting the CPU 11 (STEP S00) is inserted, the
CPU 11 detects the reset, is released from the security
check routine (Y), and can enter to the game execution
routine (Z) immediately.

[0077] Fig. 5 shows a circuit of one embodiment for
realizing the feature of the first embodiment according
tothe present invention. Fig. 6 is an operation time chart
corresponding to the circuit of the embodiment shown
in Fig. 5.

[0078] In Fig. 5, reference numeral "1" is a program
execution equipment, that is, the console equipment of
the game machine 1 shown in Fig. 1. Further, the circuit
surrounded by the broken line is a circuit of the embod-
iment to apply the method of the present invention. The
circuit of this embodiment is not always required to pro-
vide on the cartridge 2, but it may be prepared as inde-
pendently circuit equipment.

[0079] Each of (a) through (d) shown in Fig. 5 corre-
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sponds to each of (a) through (d) of the time charts
shown in Fig. 6. Further, (e) and (f) shown in Fig. 5 are
a power source and a ground terminal, respectively.
[0080] Inhere, when a power switch, not shown in the
diagram, of the console equipment of the game machine
1 is turned ON [refer to (a) of Fig. 6], the reset signal (/
MRES: active low) which is an output of the reset circuit
21 continues to be in low level for a constant interval.
After then, it becomes to be in high level at the time t1,
the signal is inputted from the terminal (a) to the console
equipment of the game machine 1, which is a program
execution equipment and to a clear terminal /CL of a
latch circuit 22 constituted of D-FF and the like.

[0081] The reset circuit 21 which is a kind of the timer
circuit is provided to remove the unsettled interval until
the voltage is increased after the power of the console
equipment of the game machine 1 is supplied, and to
control the timing of the entire system.

[0082] The CPU reset signal /VRES is risen, and the
chip enable signal (CEQO: active low) is inputted from the
console equipment of the game machine 1 to the termi-
nal (c) at the time t1 when the reset signal /MRES be-
comes to be in high level [refer to (¢) of Fig. 6]. And then,
timing A (the period of time from t2 to t3) during which
the CPU 11 accesses the ROM of the cartridge 2 for the
first time is given.

[0083] On this timing A, the processing on the initial-
izing routine X (refer to Fig. 3) is performed by the soft-
ware processing of the CPU 11. And the bank of the BI-
OS is switched to that of the cartridge 2 by the software
processing of the CPU 11 [(b) and (c) shown in Fig. 2].
[0084] Then, the Qoutput of the latch circuit 22 [which
is in high level same as (b) of Fig. 6] is inputted to a reset
pulse occurrence circuit 23. The reset pulse occurrence
circuit 23 is to output the signal having the fixed pulse
time width which is determined by the resistor R and the
capacitor C.

[0085] Accordingly, if the Q output of the latch circuit
22 rising at the timing t3 is inputted, the signal having
the pulse time width up to t4 is outputted. This signal is
ledto and reversed by the inverter 24. The reversed out-
put becomes the CPU reset signal /VRES which is in
low level at the timing B (the period of time from 13 to t4)
shown in (d) of Fig. 6.

[0086] This CPU reset signal /VRES which is in low
level is changed to the CPU reset signal /VRES which
is in high level at the time of t4, and the CPU 11 is reset
by the reset signal /VRES given viathe terminal (d). This
is a state where the processing of the STEP S00 is per-
formed on the operation flow shown in Fig. 3, that is, the
state where the security check routine (Y) is bypassed
and the security is released (STEP S7), as described
above. Accordingly, the game can be started (STEP
S$10).

[0087] Then, the system reset signal /MRES is in high
level and the CPU reset signal /VRES is also in high
level, so that the CPU 11 can read [refer to the timing C
shown in (c) of Fig. 6] and execute the game program
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by accessing the ROM of the cartridge 2.

[0088] The game program is started without perform-
ing the security check routine (Y) according to the addi-
tional circuit applying the first embodiment of the present
invention, as described above. Accordingly, the game
can be executed, even if the fixed security code do not
exist in the ROM of the game cartridge 2 or the distrib-
uted game software program.

[0089] Further, the security check routine (Y) ex-
plained in Fig. 3 is omitted without being performed, so
that the fixed code "SEGA" written in the register of the
TMSS 17 by the access of CPU 11 on the initialization
of the VDP 15 on the initializing routine (X) is saved, as
it is, without eliminating it.

[0090] Accordingly, the fixed code "SEGA" has al-
ready been saved as it is, without eliminating it and
therefore, even if there is no instruction of "The fixed
code SEGA is stored in the register of the VDP 15" in
the ROM of the cartridge 2 to check the genuine of the
program during playing of the game, the game can be
continued on the game executing routine (Z) shown in
Fig. 4, without stopping the operation of the CPU 11,
because the result of the comparison of the code by the
TMSS 17 indicates always genuine.

Second embodiment of the present invention:

[0091] The second embodiment has afeature for con-
trolling to stop the operation of the CPU 11 during the
time that the initializing routine (X) by the BIOS ROM 13
(refer to Fig. 3) is executed.

[0092] Accordingly, in the second embodiment, the
function for switching the bank performed by the soft-
ware processing of the CPU 11 is replaced by a hard-
ware processing and controlled so as to switch the bank
to that of the cartridge 2 before the CPU 11 is reset.
Therefore, when the CPU 11 is reset, it can access to
the cartridge 2 immediately, so that the game can be
executed by bypassing the security check routine (Y)
performed by the BIOS ROM 13.

[0093] Fig. 7 is a circuit of the second embodiment
according to the present invention. This circuit of the em-
bodiment can be both provided on the cartridge 2 as well
as the circuit of the embodiment shown in Fig. 5, and
provided as an exclusive circuit equipment.

[0094] Further, Figs. 8 and 9 are block diagrams
showing the structural examples of the counter 27 and
the shift register 28 constituting the circuit of Fig. 7. Fur-
thermore, Fig. 10 is an operation time chart correspond-
ing to Fig. 8.

[0095] Hereupon, when the power switch, not shown
in the diagram, of the console equipment of the game
machine 1 is turned ON, in Fig. 7, the reset signal of the
console equipment /MRES [refer to (a) of Fig. 10] is in-
putted to a Schmitt trigger circuit 25. The output of the
Schmitt trigger circuit 25 becomes to be in high level at
the time t1 after the settled interval, and is inputted to
the counter 27 via the inverter 26, and inputted to the
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clear terminal /CLR of the shift register 28.

[0096] In here, the Schmitt trigger circuit 25 is provid-
ed to eliminate the unsettled interval up to rising the volt-
age, after the power of the console equipment of the
game machine 1 is turned ON, and it functions as same
as the reset circuit 21 shown in Fig. 5.

[0097] The clock signal VCLK from the console equip-
ment of the game machine 1 is inputted to the counter
27 and the shift register 28. The counter 27 constituting
the fourteen pieces of D-FF has a structure shown in
Fig. 8. And the output Q14 of the D-FF on the end stage
is inputted to the A terminal of the shift register 28.
[0098] On the other hand, the shift register 28 is con-
stituted of the eight stages of D-FF, as shown in Fig. 9.
Accordingly, the count value in the shift register 28 is
reset by the output of the Schmitt trigger circuit 25, that
is, the reset signal of the console equipment /MRES, at
the time tl shown in Fig. 10. And then, it is incremented
by the output Q14 of D-FF on the end stage of the coun-
ter 27.

[0099] Further, after the outputs QA, QB, QF, QG and
QH of the shift register 28 are logically processed by the
inverters 29 and 31 and the NAND gates 30 and 32, the
timings of the CPU reset signal /VRES [(b) of Fig. 10],
shown in Fig. 10, the bank switch addresses VA 23
through 1, the bank data VD 15 through 0 and the write
timing signal [(e) of Fig. 10] are given.

[0100] Thatis, the CPU reset signal /VRES is output-
ted when the shift register 28 counts the maximum val-
ue, and sent to the console equipment side of the game
machine 1, via the open collector buffer 33. That means,
the CPU reset signal /VRES is kept at low level up to
the time t2 and becomes to be in high level when coming
to the time t2. Accordingly, the game program stored in
the ROM of the cartridge 2 is not accessed by the CPU
11, up to coming to the time t2.

[0101] On the other hand, tristate buffers 34 and 35
are controlled so as to output the bank switch addresses
VA 23 through 1 and the bank data VD 15 through 0O,
respectively during the interval from time t3 to t4. Fur-
ther, these tristate buffers 34 and 35 can be substituted
with a gate component, such as an open collector, an
open drain and the like.

[0102] Meanwhile, the bank switch addresses VA23
through 1 from the tristate buffer 34 is $14100, which is
an address of the bank switching given to the input side
constantly. Further, the bank data from the tristate buffer
35 is $0001 given to the input side constantly in the
same way. $0001 is a bank data, that means, bank
switching to the cartridge 2.

[0103] Furthermore, the CPU write signal is outputted
from the gates 36 and 37 within the period of time from
t5 to 16. This CPU write signal is shown with /LWR and
/UWR in the console equipment of the game machine
1. It is always at high level, and the timing of the CPU
write signal is given when transferred to low level.
[0104] Then,/LWRand/UWR are at high level, as the
operation of the CPU 11 is stopped until the CPU reset
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signal /VRES becomes to be in high level. In opposite,
it becomes to be in the state of the CPU write signal by
giving the signal transferring /LWR and /UWR to low lev-
el with the larger driving force from the additional circuit
to the console equipment of the game machine 1.
[0105] Fig. 11 is a structural example of the bank logic
circuit 14 shown in Fig. 1. In the circuit, "38" is an ad-
dress detection circuit, which receives inputting the
bank switch addresses VA 23 through 1, detects and
outputs $14100, that is the bank switch command.
[0106] Further, when the outputs of the address de-
tection circuit 38 and the CPU write signal are inputted
to the NAND gate circuit 39, the write trigger input is
given to the D-FF 40 from the NAND gate circuit 39. Ac-
cordingly, the data given from the data input terminal of
the D-FF 40 is written, then.

[0107] Inthe second embodiment shown in Fig. 7, as
the bank switch command $14100 and the bank data
$0001 are given while the CPU write signal /UWR and
/LWR is at the low level, the D-FF 40 sets "1" and switch-
es the bank to that of the cartridge 2, as shown in the
operation time chart of Fig. 10.

[0108] Returning to Fig. 10, the CPU reset signal
/VRES becomes to be in high level at the time 12, so that
the CPU is reset. This means the state of the CPU reset
(STEP S00) described in the operation flow of Fig. 3.
Then, as the bank is switched to the cartridge 2, as de-
scribed above, it becomes possible immediately to by-
pass the security check routine (Y) and read the game
program from the game cartridge 2 as well as in the first
embodiment [STEP S10: refer to Fig. 4].

[0109] Accordingly, it becomes possible to start a
game for the game program not including any security
check (STEP 8111). Further, "SEGA" which is a genuine
code can be written to the register of the TMSS 17, by
providing the same circuit.

Third embodiment of the present invention:

[0110] Although the security check routine (Y) is by-
passed on the operation flow of Fig. 3 in the above de-
scribed first and second embodiments, in the third em-
bodiment, it is controlled so as to always success in the
security check continuing from the initializing routine (X)
by operating a specified signal line at the timing when
the BIOS operates on the step of the initializing routine
X).

[0111] The security code "SEGA" is recoded from the
address No. $100 of the BIOS ROM in the same form
as the game cartridge 2, as an original data for compar-
ing the security code with the contents of the game car-
tridge 2.

[0112] The security checkis released, as itis detected
that the same "SEGA" code is recorded at the address
No. $100 in the game cartridge 2 on the security check
routine (Y).

[0113] Accordingly, if the bankis not switched from the
BIOS to the cartridge on the STEP S4 in the flow of Fig.
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3, the BIOS compares the "SEGA" code with that stored
in the inside of the BIOS, not with the content stored in
the inside of the game cartridge 2 on the STEP S5. In
this case, as the code "SEGA" is stored from the ad-
dress No. $100 in the BIOS ROM, the correspondence
is always detected and the security check is released
(STEP S7: refer to Fig. 3), thus executing the game on
the game executing routine (Z).

[0114] In the third embodiment, there is a merit that
the additional circuit is simplified by comparing with the
second embodiment. The third embodiment of the ad-
ditional circuit will be explained as follows.

[0115] Fig. 12 is a structural block diagram of the cir-
cuit of the third embodiment according to the present
invention. The circuit is provided in the game cartridge
2 or as an exclusive circuit equipment, as same as the
above-described embodiment. Fig. 13 is an operation
time chart corresponding to the circuit.

[0116] When the power is ON with the switch of the
console equipment of the game machine 1, not shown
in the diagram, the reset signal /MRES having the rais-
ing time point formed by the Schmitt trigger circuit 25 is
inputted to the clear terminal /CL of the latch circuit 41.
The latch circuit 41 is same as the latch circuit 22 of Fig.
5.

[0117] The address signal for switching the bank (VA
23 through VA 1) is inputted to the bank logic circuit 14
by the CPU 11 and inputted to the address signal de-
tecting decoder 42 for switching the bank of the addi-
tional circuit at the same time, when the reset signal
/MRES becomes to be in high level.

[0118] Then, the address signal for switching bank
(VA 23 through VA1) is inputted from the CPU 11 to the
address decode circuit 38 in the detailed embodiment
of the bank logic circuit 14 explained above (Fig. 11).
The address signal (VA 23 through VA 1) for switching
the bank is detected by the address decode circuit 38
and the active low signal is inputted to one input terminal
of the NAND gate 39.

[0119] At the same time, the address signal (VA 23
through VA 1) for switching the bank is detected in the
address signal detecting decoder 42 of the additional
circuit. Then, the active low signal is inputted to one ter-
minal of the tristate buffer 44, via the gate 43. In this
case, the tristate buffer 44 outputs a logical O as a data,
as the potential of the input terminal is connected to +V.
[0120] This output is sent to the data input terminal D
of the bank logic circuit 14, by passing the bus 10 to the
console equipment of the game machine 1. And then,
the data logic 1 is sent to the data input terminal D to
switch the bank from the BIOS to the cartridge.

[0121] Accordingly, the logic 1 and the logic O are in-
putted at the same time to the data input terminal D of
the bank logic circuit 14, so that the both logic levels are
collided. However, the logic output O from the additional
circuit may become valid by making the driving power
of the additional circuit larger than that of the CPU 11.
[0122] Further, in Fig. 11, in the case where the write
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signal fromthe CPU 11 is sent and the address decoder
38 detects the address for switching the bank from the
CPU 11, the trigger signal is inputted from the NAND
gate 39 to the trigger terminal of D-FF 40.

[0123] Accordingly, the laich circuit D-FF 40 sets the
logic O appeared in the data input terminal D. In this
case, itbecomesto be in the state of BIOS ROM, without
switching the bank to the cartridge on the STEP S4 of
Fig. 3 [refer to (d) of Fig. 13].

[0124] Therefore, the correspondence of the code
"SEGA" is detected in the security check routine (Y) to
be continued (STEP S5), so that the security check is
released (STEP S7), thus starting the game.

[0125] Furthermore, inthe case where the method ac-
cordingtothe present invention is not executed, the data
fromthe CPU 11 is not forced to invalidate, and the bank
is switched to that of the cartridge, as shown with the
broken line in (d) of Fig. 13, so that the correspondence
orincorrespondence of the code "SEGA" in the cartridge
2 is detected as an original operation.

Fourth embodiment of the present invention:

[0126] Fig. 14 is a block diagram of the circuit of the
fourth embodiment of the present invention. As de-
scribed above, in the third embodiment shown in Fig.
12, when the bank switch address VA 23 through VA 1
occurs from the CPU 11, the bank data is made as an
invalid data and sent to the bank logic circuit 14.
[0127] Inopposite, inthe fourth embodiment, the bank
switch address is made as an invalid address, so that
the detection of the bank switch address VA 23 through
VA 1 is not performed on the address decoder 38.
[0128] When the address No. $14100 is a control ad-
dress for performing the bank switching, the address
code VA 23 through VA 1 corresponding to the address
$14100 is outputted from the CPU 11, and inputted to
the bank switch circuit 14 via the bus, as the control for
performing the bank switching.

[0129] At the same time, the address code VA 23
through VA 1 is also sent to the bank switch address
detection circuit 42 on the side of the circuit shown in
Fig. 14, via the bus. In the embodiment shown in Fig.
14, the address bits VA 23 through VA 15 and VA 13
through VA 1, excluded VA 14 from the address code
VA 23 through VA 1 from the CPU 11 are inputted to the
address detection circuit 42.

[0130] That is, as the address expresses with hexa-
decimal, VA 14 which is the fourteenth bit becomes "1",
in the case where the address $14100 is expressed.
Further, VA 14 becomes "0" in the address $10100.
Therefore, the address bits VA 23 through VA 15 and
VA 13 through VA 1 excluded VA 14 are inputted to the
address detection circuit 42, the detection output is out-
putted in either case of the address $14100 or that of
the address $10100.

[0131] Then, the latch circuit 41, the gate circuit 43
and the tristate buffer 44 described in Fig. 12 are same
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in Fig. 14 and the input side of the tristate buffer 44 is
connected to the ground, so that the address bit VA 14
is outputted as "0" and sent to the side of the console
equipment of the game machine 1 via the bus.

[0132] On the other hand, the address code VA 23
through VA 1 for the bank switch address given from the
CPU 11 appears on the bus, and the bit VA 14 given
from the CPU 11 is "1". Accordingly, it is collided with
the VA 14 given from the tristate buffer 441 which is "0".
However, in this case, the driving force of the tristate
buffer 44 makes larger than that of the CPU 11, so that
the VA 14 becomes "0" by force.

[0133] Inthis case, the bank switch address is not de-
tected on the address decoder 38 in the bank logic cir-
cuit 14 shown in Fig. 11. Accordingly, the state of the D-
FF 40 is not changed, and the bank is kept on the BIOS
ROM side as it is, even if the bank data given from the
CPU is "1" to switch the bank to the cartridge side.
[0134] Therefore, as explained for the third embodi-
ment shown in Fig. 12, the "SEGA" code of the BIOS
ROM own is compared [Fig. 3: refer to the STEP S5],
the security check routine (Y) is released [Fig. 3: refer
to the STEP S7], and the game can be started.

[0135] Asthe presentinvention is explained based on
the above-described embodiments, it becomes possible
to realize the present invention with adding the simple
circuit and to use the asset of the software program ef-
fectively, without the restriction of the security check,
even if, for example, the hardware of the different equip-
ment is used according to the present invention.
[0136] Further, thereis noneedto include the security
check code and the like to the software which is distrib-
uted by the distribution service business of the software
according to the present invention, so that it becomes
possible that the subscribers may receive services ef-
fectively.

[0137] Furthermore, although the above-described
embodiment is explained laying stress on game soft-
ware programs, the present invention is not limited to
use such the programs. The program can be stored in
a CD-ROM, and the like, other than a ROM cartridge.

Claims

1. A method for executing a software program com-
prising the steps of:

an initializing routine (x) including the step of
switching the bank of a BIOS ROM (13) includ-
ed in a console equipment (1) having a CPU
(11) to the bank of a software program stored
in an external storage equipment (2);

a security check routine (y) for checking the
genuineness of the software program; and

a program executing routine (z) for executing
the software program by the CPU (11) of the
console equipment (1), when the software pro-
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gram is judged as a genuine program on the
security check routine (y)

characterized in that

the execution of the software program on the
CPU (11) by the program executing routine (z)
is started by resetting the CPU (11) to release
from the security check routine (y), while the
bank of the BIOS ROM (13) is switched to the
bank of the software program stored in the ex-
ternal storage equipment (2).

A method according to claim 1,

wherein there is a further step of stopping the
operation of the CPU (11) within a given period of
time after supplying the power, and the step of
switching the bank of the BIOS ROM (13) to the
bank of the software program is performed by a
hardware circuit (25-37).

A method according to claim 1,

wherein the software program stored in the
external storage equipment (2) is sent via a trans-
mission channel of CATV and down-loaded in the
external storage equipment (2).

Circuit equipment attached to console equipment
(1) having a CPU (11) for executing a software pro-
gram comprising :

an initializing routine (x) switching the bank of
a BIOS ROM (13) included in the console
equipment (1) having the CPU (11) to the bank
of a software program stored in an external
storage equipment (2),

a security check routine (y) for checking the
genuineness of the software program, and

a program executing routine (z) for executing
the software program by the CPU (11) of the
console equipment (1), when the software pro-
gram is judged as a genuine program on the
security check routine (y);

characterized by
said circuit equipment including

means (21-24) for generating a CPU reset sig-
nal (/VRES) for resetting the CPU (11), based
on a console equipment reset signal (/MREs)
generated when a power is supplied for reset-
ting the console equipment (1) and based on a
chip enable signal (/CEQO) forthe CPU (11) from
the console equipment (1),

wherein the CPU reset signal (/VRES) is out-
putted for a fixed time internal with a delayed
time from the input of the chip enable signal (/
CEO).
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5. Circuit equipment attached to console equipment
(1) having a CPU (11) for executing a software pro-
gram comprising :

means (42) is generated.

7. Circuit equipment attached to console equipment
(1) having a CPU (11) for executing a software pro-

an initializing routine (x) switching the bank of 5 gram comprising :

a BIOS ROM (13) included in the console
equipment (1) having the CPU (11) to the bank
of a software program stored in an external
storage equipment (2),

an initializing routine (x) switching the bank of
a BIOS ROM (13) included in the console
equipment (1) having the CPU (11) to the bank

a security check routine (y) for checking the 10 of a software program stored in an external
genuineness of the software program, and storage equipment (2),
a program executing routine (z) for executing a security check routine (y) for checking the
the software program by the CPU (11) of the genuine ness of the software program, and
console equipment (1), when the software pro- a program executing routine (z) for executing
gram is judged as a genuine program on the 15 the software program by the CPU (11) of the
security check routine (y) ; console equipment (1), when the software pro-

gram is judged as a genuine program on the

characterized by security check routine (y) ;
said circuit equipment including
20 characterized by

means (25-28,33) for generating a CPU reset said circuit equipment including
signal (/VREs) for resetting the CPU (11) after
a fixed time interval, based on a console equip- means (42) for detecting a bank switch address
ment reset signal (/MRES) for resetting the con- for controlling the performance of a bank
sole equipment (1) generated by supplyingthe 25 switching from the CPU (11) and
power; and means (41,43,44) for replacing bank switch ad-
means (25-37) for generating and sending dress from the CPU (11) by an address which
bank switch addresses, bank data and write is different from the bank switch address and
signals (/LWR, /UWR) to the console equip- which is an invalid bank switch address by
ment (1) within the fixed time interval. 30 force, when the detection output of the bank

switch address from the detecting means (42)
6. Circuit equipment attached to console equipment is generated.
(1) having a CPU (11) for executing a software pro-
gram comprising :
35 Patentanspriiche
an initializing routine (x) switching the bank of
a BIOS ROM (13) included in the console 1.

equipment (1) having the CPU (11) to the bank

Verfahren zur Durchfihrung eines Software-Pro-
grammes mit den Schritten:

of a software program stored in an external

storage equipment (2), 40 eine Initialisierungsroutine (X) mit dem Schritt
a security check routine (y) for checking the des Schaltens der Bank eines BIOS-ROM (13),
genuine ness of the software program, and die in einer Konsolenausrustung (1) mit einer
a program executing routine (z) for executing CPU (11) enthalten ist, zu der Bank eines Soft-
the software program by the CPU (11) of the ware-Programmes, das in einer externen Spei-
console equipment (1), when the software pro- 45 cherausristung (2) gespeichert ist;
gram is judged as a genuine program on the eine Sicherheitsprufroutine (Y) zum Prifen der
security check routine (y); Echtheit des Software-Programmes; und
eine Programmdurchfihrungsroutine (Z) zur
characterized by Durchfihrung des  Software-Programmes
said circuit equipment including 50 durch die CPU (11) der Konsolenausriistung
(1), wenn das Software-Programm in der Si-
means (42) for detecting a bank switch address cherheitspriifroutine (Y) als ein echtes Pro-
from the CPU (11), and gramm beurteilt wird;
means (41,43,44) for replacing a bank data for
switching to the bank of the software program 55 dadurch gekennzeichnet,

from the CPU by a bank data for switching to a
BIOS ROM by force, when a detection output
of the bank switch address from the detecting

10

daB die Durchfihrung des Software-Program-
mes auf der CPU (11) durch die Programm-
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durchfihrungsroutine (Z) durch Ricksetzen
der CPU (11) zum Freigeben von der Sicher-
heitsprifroutine (Y) gestartet wird, wahrend die
Bank des BIOS-ROM (13) zu der Bank des in
der externen Speicherausriistung (2) gespei-
cherten Software-Programmes  geschaltet
wird.

Verfahren nach Anspruch 1,

beidem es einen weiteren Schritt des Stoppens des
Betriebes der CPU (11) innerhalb einer gegebenen
Zeit davor, nachdem die Leistung angelegt ist, gibt
und der Schritt des Schaltens der Bank des BIOS-
ROM (13) zu der Bank des Software-Programmes
durch eine Hardwareschaltung (25-37) durchge-
fihrt wird.

Verfahren nach Anspruch 1,

bei dem das in der externen Speicherausriistung
(2) gespeicherte Software-Programm Uber einen
Ubertragungskanal von CATV gesendet wird und in
der externen Speicherausriistung (2) herabgeladen
wird.

Schaltungsausristung, die an einer Konsolenaus-
ristung (1) mit einer CPU (11) zur Durchfiihrung ei-
nes Software-

Programmes angebracht ist, mit einer Initiali-
sierungsroutine (X), die die Bank eines BIOS-
ROM (13), die in der Konsolenausriistung (1)
mit der CPU (11) enthalten ist, zu der Bank ei-
nes in einer externen Speicherausristung (2)
gespeicherten Software-Programm schaltet,
einer Sicherheitsprufroutine (Y) zum Prifen der
Echtheit des Software-Programmes, und einer
Programmdurchfiihrungsroutine (Z) zur Durch-
fahrung des Software-Programmes durch die
CPU (11) der Konsolenaus-riistung (1), wenn
das Software-Programm als eine echtes Pro-
gramm in der Sicherheitsprifroutine (Y) beur-
teilt wird;

dadurch gekennzeichnet,

daB die Schaltungsausristung ein Mittel
(21-24) aufweist zum Erzeugen eines CPU-
Rucksetzsignales (/VRES) zum Ricksetzen
der CPU (11) auf der Grundlage eines Konso-
lenausristungsriicksetzsignales (/MRES), das
erzeugt wird, wenn Leistung zum Rucksetzen
der Konsolenausristung (1) geliefert wird, und
auf der Grundlage eines Chipfreigabesignales
(/CEQ) fur die CPU (11) von der Konsolenaus-
ristung (1),

worin das CPU-Riicksetzsignal (/VRES) wah-
rend eines festen Zeitintervalles mit einer ver-
zbgerten Zeit von der Eingabe des Chipfreiga-
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11

besignales (/CEO) ausgegeben wird.

5. Schaltungsausristung, die an einer Konsolenaus-

ristung (1) mit einer CPU (11) angebracht ist, zur
Durchfliihrung eines Software-Programmes, mit

einer Initialisierungsroutine (X), die die Bank ei-
nes BIOS-ROM (13), die in der Konsolenaus-
ristung (1) mit der CPU (11) enthalten ist, zu
der Bank eines in einer externen Speicheraus-
rustung (2) gespeicherten Software-Program-
mes schaltet,

einer Sicherheitsprifroutine (Y) zum Prufen der
Echtheit des Software-Programmes, und
einer Programmdurchfihrungsroutine (Z) zur
Durchfihrung des  Software-Programmes
durch die CPU (11) der Konsolenausriistung
(1), wenn das Software-Programm als ein ech-
tes Programm in der Sicherheitsprifroutine (Y)
beurteilt wird; dadurch gekennzeichnet,

daB die Schaltungsausriustung ein Mittel
(25-28, 38) aufweist zum Erzeugen eines CPU-
Rucksetzsignales (/VRES) zum Ricksetzen
der CPU (11) nach einem festen Zeitintervall
auf der Grundlage eines Konsolenausri-
stungsricksetzsignales (/MRES) zum Rick-
setzen der Konsolenausristung (1), das durch
Anlegen der Leistung erzeugt wird; und

daB ein Mittel (25-37) vorgesehen ist zum Er-
zeugen und Senden von Bankschaltadressen,
Bankdaten und Schreibsignalen (/LWR, /UWR)
zu der Konsolenausristung (1) innerhalb des
festen Zeitintervalles.

6. Schaltungsausristung, die an einer Konsolenaus-

ristung (1) mit einer CPU (11) angebracht ist, zur
Durchfliihrung eines Software-Programmes mit

einer Initialisierungsroutine (X), die die Bank ei-
nes BIOS-ROM (13), die in der Konsolenaus-
ristung (1) mit der CPU (11) enthalten ist, zu
der Bank eines in einer externen Speicheraus-
rustung (2) gespeicherten Software-Program-
mes schaltet,

einer Sicherheitsprifroutine (Y) zum Prufen der
Echtheit des Software-Programmes, und
einer Programmdurchfihrungsroutine (Z) zur
Durchfihrung des  Software-Programmes
durch die CPU (11) der Konsolenausriistung
(1), wenn das Software-Programm als ein ech-
tes Programm in der Sicherheitsprifroutine (Y)
beurteilt wird;

dadurch gekennzeichnet,

daB die Schaltungsausristung ein Mittel (42)
zum Erfassen einer Bankschaltadresse von der
CPU (11) aufweist und

daB ein Mittel (41, 43, 44) vorgesehen ist zum
Ersetzen von Bankdaten zum Schalten von der
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CPU zu der Bank des Software-Programmes
durch Bankdaten zum Schalten zu einem BI-
OS-ROM zwangsweise, wenn eine Erfas-
sungsausgabe der Bankschaltadresse von
dem Erfassungsmittel (42) erzeugt wird.

7. Schaltungsausrustung, die an einer Konsolenaus-

ristung (1) mit einer CPU (11) angebracht ist, zur
Durchfihrung eines Software-Programmes, mit

einer Initialisierungsroutine (X), die die Bank ei-
nes BIOS-ROM (13), die in der Konsolenaus-
ristung (1) mit der CPU (11) enthalten ist, zu
der Bank eines in einer externen Speicheraus-
ristung (2) gespeicherten Software-Program-
mes schaltet,

einer Sicherheitsprufroutine (Y) zum Prifen der
Echtheit des Software-Programmes, und
einer Programmdurchfihrungsroutine (Z) zur
Durchfiohrung des  Software-Programmes
durch die CPU (11) der Konsolenausriistung
(1), wenn das Software-Programm als ein ech-
tes Programm in der Sicherheitsprifroutine (Y)
beurteilt wird;

dadurch gekennzeichnet,

daB die Schaltungsausristung ein Mittel (42)
aufweist zum Erfassen einer Bankschaltadres-
se zum Steuern der Ausflhrung eines Bank-
schaltens von der CPU (11) und

dafB ein Mittel (41, 43, 44) vorgesehen ist zum
Ersetzen der Bankschaltadresse von der CPU
(11) durch eine Adresse, die sich von der Bank-
schaltadresse unterscheidet und die eine un-
glltige Bankschaltadresse ist, zwangsweise,
wenn die Erfassungsausgabe der Bankschalt-
adresse von dem Erfassungsmittel (42) er-
zeugt wird.

Revendications

Procédé pour exécuter un programme logiciel com-
prenant les étapes suivantes :

une routine d'initialisation (X) incluant I'étape
consistant & commuter le banc d'une BIOS
ROM (13) incluse dans un équipement de con-
sole (1) avec une CPU (11), sur le banc d'un
programme logiciel stocké dans un équipement
de stockage externe (2),

une routine de contrble de sécurité (Y) pour
contrdler l'authenticité du programme logiciel,
et

une routine d'exécution de programme (Z) pour
exécuter le programme logiciel par la CPU (11)
de I'équipement de console (1), quand le pro-
gramme logiciel est jugé comme un program-
me authentique pendant la routine de contréle
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de sécurité (),

caractérisé en ce que |I'exécution du programme lo-
giciel dans la CPU (11) par la routine d'exécution
de programme (Z) est lancée en réinitialisant la
CPU (11) pour se libérer de la routine de contréle
de sécurité (Y) tandis que le banc de la BIOS ROM
(13) est commuté sur le banc du programme logiciel
stocké dans I'équipement de stockage externe (2).

Procédé selon la revendication 1, dans lequel il
existe une étape supplémentaire consistant a arré-
ter le fonctionnement de la CPU (11) dans la limite
d'une période de temps donnée aprés l'alimentation
en électricité, et |'étape consistant a commuter le
banc de la BIOS ROM (13) sur le banc du program-
me logiciel est effectuée par un circuit matériel (25
a 37).

Procédé selon la revendication 1, dans lequel le
programme logiciel stocké dans l'équipement de
stockage externe (2) est envoyé par l'intermédiaire
d'une voie de transmission de télévision cablée et
téléchargé dans I'équipement de stockage externe

@).

Dispositif a circuits relié & un équipement de con-
sole (1) avec une CPU (11) pour exécuter un pro-
gramme logiciel, comprenant

une routine d'initialisation (X) pour commuter le
banc d'une BIOS ROM (13) incluse dans I'équi-
pement de console (1) avec la CPU (11) sur le
banc d'un programme logiciel stocké dans un
équipement de stockage externe (2),

une routine de contréle de sécurité (Y) pour
contrdler l'authenticité du programme logiciel,
et

une routine d'exécution de programme (Z) pour
exécuter le programme logiciel par la CPU (11)
de I'équipement de console (1), quand le pro-
gramme logiciel est jugé comme un program-
me authentique pendant la routine de contrble
de sécurité (),

caractérisé en ce que

ledit dispositif a circuits inclut des moyens (21
a 24) pour générer un signal de réinitialisation
de CPU (/VRES) pour réinitialiser la CPU (11),
sur la base d'un signal de réinitialisation d'équi-
pement de console (/MRES) généré quand l'ali-
mentation est fournie pour réinitialiser I'équipe-
ment de console (1) et sur la base d'un signal
de validation de circuit (/CEQO) pour la CPU (11)
provenant de I'équipement de console (1),
dans lequel le signal de réinitialisation de CPU
(/VRES) est sorti pendant un intervalle de
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temps fixe avec un temps retardé provenant de
I'entrée du signal de validation de circuit (/
CEO).

24

des moyens (42) pour détecter une adresse de
commutation de banc a partirde la CPU (11), et
des moyens (41, 43, 44) pour remplacer de for-

ce des données de banc pour commuter sur le
banc du programme logiciel de la CPU par des
données de banc pour commuter sur une BIOS
ROM, lorsqu'une sortie de détection de 'adres-
se de commutation de banc des moyens de dé-
tection (42) est générée.

5. Dispositif a circuits relié a un équipement de con- 5
sole (1) avec une CPU (11) pour exécuter un pro-
gramme logiciel, comprenant

une routine d'initialisation (X) pour commuter le
banc d'une BIOS ROM (13) incluse dans I'équi- 70
pement de console (1) avec la CPU (11) sur le
banc d'un programme logiciel stocké dans un
équipement de stockage externe (2),

7. Dispositif & circuits relié & un équipement de con-
sole (1) avec une CPU (11) pour exécuter un pro-
gramme logiciel, comprenant

une routine de contrble de sécurité (Y) pour

LWR, /UWR) a l'équipement de console (1)
dans la limite de l'intervalle de temps fixe.

contrdler l'authenticité du programme logiciel, 15 une routine d'initialisation (X) pour commuter le
et banc d'une BIOS ROM (13) incluse dans I'équi-
une routine d'exécution de programme (Z) pour pement de console (1) avec la CPU (11) sur le
exécuter le programme logiciel par la CPU (11) banc d'un programme logiciel stocké dans un
de I'équipement de console (1), quand le pro- équipement de stockage externe (2),
gramme logiciel est jugé comme un program- 20 une routine de contréle de sécurité (Y) pour
me authentique pendant la routine de contréle contrdler l'authenticité du programme logiciel,
de sécurité (Y), et
une routine d'exécution de programme (Z) pour
caractérisé en ce que ledit dispositif a circuits inclut exécuter le programme logiciel par la CPU (11)
25 de I'équipement de console (1), quand le pro-
des moyens (25 a 28, 33) pour générer un si- gramme logiciel est jugé comme un program-
gnal de réinitialisation de CPU (/VRES) pour me authentique pendant la routine de contrble
réinitialiser la CPU (11) aprés un intervalle de de sécurité (),
temps fixe, sur la base d'un signal de réinitiali-
sation d'équipement de console (/MRES) pour 30 caractérisé en ce que ledit dispositif a circuits inclut
réinitialiser I'équipement de console (1) généré
par l'alimentation en électricité, et des moyens (42) pour détecter une adresse de
des moyens (25 & 37) pour générer et renvoyer commutation de banc pour commander l'exé-
des adresses de commutation de banc, des cution d'une commutation de banc a partir de
données de banc et des signaux d'écriture (/ 35 la CPU (11), et

des moyens (41, 43, 44) pour remplacer de for-
ce l'adresse de commutation de banc de la
CPU (11) par une adresse qui est différente de

6. Dispositif a circuits relié & un équipement de con-
sole (1) avec une CPU (11) pour exécuter un pro- 40
gramme logiciel, comprenant

l'adresse de commutation de banc et qui est
une adresse de commutation de banc invalide,
lorsque la sortie de détection de l'adresse de

une routine d'initialisation (X) pour commuter le
banc d'une BIOS ROM (13) incluse dans I'équi-
pement de console (1) avec la CPU (11) sur le
banc d'un programme logiciel stocké dans un
équipement de stockage externe (2),

une routine de contrble de sécurité (Y) pour
contrdler l'authenticité du programme logiciel,
et

une routine d'exécution de programme (Z) pour
exécuter le programme logiciel par la CPU (11)
de I'équipement de console (1), quand le pro-
gramme logiciel est jugé comme un program-
me authentique pendant la routine de contréle
de sécurité (Y),

caractérisé en ce que ledit dispositif a circuits inclut

45

50

55

13

commutation de banc des moyens de détection
(42) est générée.
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